Abstract. Currently, the general public requires devices getting faster and great performance, that is, devices ensuring a better quality of service. One way to achieve these goals is through the use of devices supported by the mobile computing with tools to help the search for information. Bluetooth technology is an open standard for wireless communication allowing the transmission of data and information between electronic devices within walking distance, with minimum resource expenditures, safe and rapid transition of data. So, the Bluetooth technology was initially designed to support simple network devices and personal devices such as mobile phones, PDAs and computers, but quickly it were discovered other applications in several areas. In this article, it will be performed a literature review on the topic, with the goal to understand how the Bluetooth technology can benefit increases in the Quality of Service and the presentation of some actual and potential biomedical applications.
Introduction
The Bluetooth technology is considered a low power technique, low cost and secure. It consists of a wireless communication technology, specially designed to replace the wires that interconnect and ubiquitous electronic devices that are relatively next, such as mobile phones or dial-up network. In addition, also fits printers, keyboards, headsets, and etc. To date, it has been considered a Personal Area Network (PAN) for ad-hoc and network infrastructure [1] . More now than ever, with the release of the Core Specification 4.x, including the single-mode Bluetooth low-energy (BLE) technology or Bluetooth Smart) and dual-mode (both classic Bluetooth and BLE combined) or Bluetooth Smart ready, Bluetooth is a leading candidate to connect the Internet of Things. The Bluetooth specification defines a radio frequency interface and a set of communication protocols for the discovery of devices, data exchange and bug fixes. By the other hand, the connection speed, communication range and the level of Bluetooth transmission also are chosen. So, Bluetooth is considered a low cost and consumption technology and thus has quickly become one of the most interesting technologies for communication within small distances. However, problems related with the Quality of Service (QoS) should be treated in order to ensure that these requirements are met by the system components of communication during data transmission. In networks without wire, the complexity increases to meet these requirements due to the high dynamics of the environment and the diversity in the quality of the links, caused mainly by the interference by high error rates and the mobility of users.
Commonly, in health units, mobile devices are relatively close to each other and usually around the patient. In this sense the main propose of this article is to understand how the Bluetooth technology can benefit the increase of QoS in a real context in a health institution (Centro Hospitalar do Porto). In this paper, a review of literature on the subject will be held in order to understand how Bluetooth technology can increased QoS in health institutions, patient recovery and their wellbeing. Thus, this study is the start point of a project that is being developed in the CHP institution, whose purpose is to introduce wireless communication between various devices attached to patient recovery, thereby improving QoS.
Background Centro Hospitalar of Porto and AIDA
In Centro Hospitalar of Porto (CHP) sometimes the existence of many devices connected to the patient and the existence of wires becomes uncomfortable for the patient and for their recovering. In this sense the goal of this study is to understand how the Bluetooth technology can be a benefit by increasing the QoS at CHP and the overall quality patient life. In the case of CHP is implemented the (Agency for Integration, Archive and Diffusion of Medical Information). This is a platform based on multi-agent system. The main goal is to overcome the difficulties presented by the uniformity of clinical systems and by the complexity of medical and administrative data provided by different hospital data sources [2] [3] [4] . In addition and in this context, the AIDA emerges as one example of the technologies that may benefit from the full capabilities of Bluetooth and its subsequent increase of QoS [5] .
The Bluetooth technology
In the Bluetooth Core Specification version 4.0, the Bluetooth Special Interest Group (SIG), included, not only the well-known and widely used Classic Bluetooth (BT) but also the Bluetooth Smart or Bluetooth Low-Energy (BLE) introducing a brand new way of allowing the existence of a new generation of devices that can run for months without a recharge [15] However, this has important limitations as well as benefits. It is quite different from Classic Bluetooth technology-so different that must carefully be considered which technology best fits the application needs [16] . Bluetooth is a set of specifications for common short-range wireless applications. These specifications include core components, and the application profiles that use them. These specifications are rigorously validated by the Bluetooth SIG before they are adopted and published and that these specifications are tested and qualified to ensure interoperability [15] .
With the introduction of Bluetooth low energy technology, there has been considerable interest in its possibilities regarding many aspects present in the daily aspects of the users' life. It was born to allow the existence of small and simple devices that can be peripherals for smartphones and other devices, these are called Bluetooth smart devices. The main devices in which they are connected are called Bluetooth Smart Ready devices. Bluetooth Smart devices include only a single-mode low energy Bluetooth v4.0 radio. This Bluetooth Smart Ready devices are able to connect to both BT and BLE implementing a Bluetooth v4.0 dual mode radio, where Bluetooth low energy functionality is integrated into an existing Classic Bluetooth controller.
BLE features a very efficient discovery and connection set-up, short data packages, and asymmetric design for battery operated sensor types of applications. As with Classic Bluetooth technology, Bluetooth low energy technology is based on a master connected to a number of slaves. However, in Bluetooth low energy technology the number of slaves can be as big as the implementation and available memory allows it to be. The new advertising functionality makes it possible for a slave to announce that it has something to transmit to other devices that are scanning. Advertising messages can also include an event or a measurement value.
There are also differences in software structure ( Fig. 1 ). In Bluetooth low energy technology all parameters have a state that is accessed using the attribute protocol. Attributes are represented as characteristics that describe signal value, presentation format, client configuration, etc. The definitions of these attributes and characteristics along with their use make it possible to build several basic services and profiles like proximity, battery, automation I/O, building automation, lighting, fitness, and medical devices. All these nuances are needed to assure the implementation is compatible between devices from different manufacturers. While Bluetooth 2.0 EDR or Bluetooth 3.0 HS introduced a higher data rate functionality, Bluetooth 4.0 targets effective communication with devices that do not need streaming data or high data throughput. Lowenergy requirements stipulate noticeable differences in Bluetooth and Bluetooth LE protocols, but at the same time take great advantage in reuse of the RF part, leaving most of the changes to the protocol stack [15, 18] . Although having some common layers, some major changes can be observed by the extinction and the rise of some parts and by the adjustment of others. Even though both have a radio layer, which promotes modulation and demodulation the physical layer signal, they are not the same. The frequency range is the same (in the 2.4 GHz band), they both use frequency hopping, and the modulation scheme is also equal (Gaussian Frequency Shift Keying (GFSK) modulation), however the modulation index is different (0.5 in BLE and 0.35 in BT). This change lowers power consumption and also improves the range of BLE versus Classic Bluetooth [6, 18] . The Classic Bluetooth includes a Baseband layer that transmits the packets directly and supports two types of links: Synchronous Oriented Connection (SCO) and Asynchronous not Oriented Connection (ACL). The SCO link has characteristics that can be found in circuit switching, while the connection ACL is more akin to packet switching. Includes additionally the LMP (Link Manager Protocol) that provides the basic functions for configuration and management ACL links. In Bluetooth LE is present the link layer (LL) controller which is responsible for low level communication over a PHY interface. It manages the sequence and timing of transmitted and received frames, and using a link layer protocol, communicates with other nodes regarding connection parameters and data flow control. It also handles frames received and transmitted while the device is in advertising or scanner modes. It also provides gate keeping functionality to limit exposure and data exchange with other devices. If filtering is configured, the LL controller maintains a "white list" of allowed devices and will ignore all requests for data exchange or advertising information from others. It not only helps with a security aspect but also reduces power consumption. Uses HCI to communicate with upper layers of the stack if they are not collocated [6, 18] . In both implementations can be found the HCI (host controller interface) layer that acts as a boundary between the lower layers of the Bluetooth protocol stack and the upper layers.
The Bluetooth specification defines a standard HCI to support Bluetooth systems that are implemented across two separate processors. For example, a Bluetooth system on a computer might use a Bluetooth module's processor to implement the lower layers of the stack but then use its own processor to implement the upper layers. In this scheme, the lower portion is known as the Bluetooth module and the upper portion as the Bluetooth host. However it is not required to divide the Bluetooth stack in this way. Some devices can combine the module and host portions of the stack on one processor, being this intended for small and self-contained devices. In such devices, the HCI may not be implemented at all unless device testing is required. The logical link control and adaptation layer protocol (L2CAP) component provides data services to upper layer protocols. It is responsible for protocol multiplexing data between different higher layer protocols and Segmentation and reassembly of packets, and de-multiplexing and reassembly operation on the other end [6, 18] . The upper layers are another aspect that marked a difference among the BT and the BLE. They consist of protocols allowing to discover services provided by other Bluetooth devices in the surrounding area of the device, and making sure it is done safely and efficiently. The Security manager in BLE and RFCOMM and OBEX in BT are examples of these layers. Bluetooth 4.0 introduces also a new communication method, called the attribute protocol (ATT) which is optimized for small packet sizes used in Bluetooth low energy. The ATT allows an attribute server to expose a set of attributes and their associated values to an attribute client. These attributes can be discovered, read, and written by peer devices.
The generic attribute profile (GATT) describes a service framework using the attribute protocol for discovering services, and for reading and writing characteristic values on a peer device. It interfaces with the application through the application's profiles. The application profile itself defines the collection of attributes and any permission needed for these attributes to be used in the communication [18] .
3
Quality of Service
Concept
The concept of QoS has evolved over time. Initially, the only concern was the ability to maintain communication between devices and subsequently the error occurrence and packet loss during the process of communication. Later on, the need to take into attention issues such as congestion control of the network and the service differentiation [8] .
The QoS parameters can be negotiated between the user and the network for each communication session, depending available resources and QoS requirements. However, providing a QoS guarantee implies that the performance of the network is consistent and predictable, which can be a major challenge [8] .
Affecting factors
The application layer QoS is affected by the width bandwidth, the delay, the delay variant, the error rate, the likelihood of loss, etc. For each parameters can be set the limits of variation. The factors that affect the QoS are related, not being able to improve a parameter without adversely change another [6] . Then, it is listed the most important parameters to obtain the QoS: 1. Bandwidth: For an application to run properly, it is needed a certain bandwidth Bluetooth connection, wherein the available bandwidth influences delays obtained data transfer. An application can explicitly specify the bandwidth needs or the bandwidth can be derived the application requirements for the delays. This one parameter is mostly determined by the algorithms polling performed by the master of the piconet [6] . 2. Delay and delay variation: This parameter is caused by the available bandwidth and the retransmissions. The SCO traffic has priority over traffic ACL, so you can also contribute to delays in the ACL traffic. The delay-sensitive applications such as real-time applications and audio/video applications require few delays [6] . 3. Reliability: All applications prefer that the data arrives in the correct order, however, some applications are more error tolerant than others. In general, applications audio/video can tolerate some errors, while application data, such as an HTTP request or email, require that the data arrives in the correct order. Increasing this parameter results in a decrease in bandwidth and hence an increase the delay [6] .
Biomedical applications
The main action of QoS in communication and networks is present among some factors that occur in the end systems, such as the delay end-to-end, the package loss, the variation in the delays as well as the throughput. The application of the QoS in these systems WLAN, as Bluetooth, can result in a higher efficiency of the system and a better applicability. Nowadays, Bluetooth can be applied in several biomedical applications, such as, sensors in hospitals and in patients' houses (live assistance 24 hour / day). These mechanisms begin to have a higher relevance, because, with the population aging, an increase of diseases such as cardiovascular diseases, diabetes, and Alzheimer's disease, among many others, is expected. These diseases demand a certain supervision performed by the healthcare professionals and increase the costs associated with the healthcare [10, 17] . The use of devices or applications that rely on Bluetooth have much to offer to assist in this problem. Some examples of technologies that rely on the use of Bluetooth are described below. A biomedical application using Bluetooth, in order to have a higher control on a person's weight based om easy-of-use mechanism allows the self-control of the person's weight was developed [11] . The device created is composed by a monitor that implements an auto-monitoring system using a Bluetooth network, allowing a weight control. It is presented a prototype of the system but until now there were not performed tests in order to evaluate the system applicability as a personal health control unity. A low power A/D converter and it uses wireless networks, to make integration with other technologies or infrastructures easier and less expensive. This system is composed by two processors, the Bluetooth and the FPGA (Field-Programmable Gate Array), being these submersed in a solution. The developed system allows to convert an analogue signal that simulates an electrocardiogram (ECG) signal. This device works with a remote computer that processes data sent by Bluetooth. The test results with this system proved that it is possible to make a continual ECG signal transmission without information losses [12] . A biomedical application that monitors a person's health status in a daily basis. This application uses Bluetooth network that limits the system capacity to a small number of parameters. A prototype composed by a pulse clock sensor connected to a PDA (Personal Digital Assistant) was developed. The connection is made by Bluetooth. The system is also equipped with several components such as accelerometers and thermic sensors made by GSR (Galvanic Skin Reflex) electrodes. The Bluetooth module makes possible the connection between the PDA and a monitor allowing the health status evaluation of the person as well as is movements and behaviors. This way, the information acquired by the sensor allow to guide the person in real-time, giving him a self-control of its health [14] . A system for remote medical assistance of recovering infarct patients was also created [14] . These systems is implemented in some hospitals and it uses a Bluetooth connection to send data recorded by portable ECG recorders to mobile devices such as mobile phones. The data are then sent to a central unit implemented in a Web server where a database is implemented. The database organizes the information about the ECG and relevant clinical data about the patient, allowing a better access to the cardiologist. This way, it is possible to make a better motorization of the patient's health status.
Critical analysis
Besides wireless networks, such as Bluetooth, having mobility as an advantage, sometimes this advantage introduces difficulties in the system that are not present in other networks. These difficulties are, for example, the quality of the wireless transmission, the great variability of the connection quality, the reduced bandwidth and the highly dynamic network topology, that allows the direction of the elements between the source and the end. Therefore, wireless networks require a more sophisticated QoS management. One of the requirements of this technology is to maintain the simplicity. Thus, the Bluetooth technology must continue to be a simple and low cost technology and the QoS must be as simple as possible, while responding to the applications needs. The QoS implementation should not result in a significant cost and energy consumption increase, because the demands to processing capacity, memory capacity and energy consumption must be limited. One of the disadvantages of this technology is that, if two slaves want communicate among themselves, they must do it through the master. Another disadvantage is related with the existence of delays and unavailability when the connection as interferences. It is important to mention that the QoS parameters should be defined as an extension of the actual Bluetooth specifications.
In the biomedical field, the implementation of the QoS results in a better efficiency of the Bluetooth, and consequently, increases the efficiency of the applications associated with this technology. For example, in the remote ECG it is demanded an almost null packet loss, because it is not plausible the presentation of a patient's ECG signal with losses. Bluetooth can be an important technology in the Pervasive Information fields and in the way of the systems communicates with ubiquitous devices.
Conclusions
In communication networks, the traditional vision of QoS is concerned with the endto-end delay and its variation, packet loss and the provided bandwidth. Bluetooth devices communicate among themselves and form a network called a piconet, with one the master, and the others, the slaves. With the Bluetooth communications evolution, the users of this technology are becoming more demanding. Thus, it is necessary to develop mechanisms enabling the delivery of quality services that comply with the QoS parameters required by the users. Finally, this study provides a starting point for the construction and implementation of devices using Bluetooth technology in healthcare in order to increase the QoS in health institutions. It is an important asset to who wants to research in this area and did not have an idea how is application of Bluetooth in healthcare institutions.
